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Fragile Watermarking With Error-Free
Restoration Capability

Xinpeng Zhang and Shuozhong Wang

Abstract—This paper proposes a novel fragile watermarking
scheme capable of perfectly recovering the original image from its
tampered version. In the scheme, a tailor-made watermark con-
sisting of reference-bits and check-bits is embedded into the host
image using a lossless data hiding method. On the receiver side, by
comparing the extracted and calculated check-bits, one can iden-
tify the tampered image-blocks. Then, the reliable reference-bits
extracted from other blocks are used to exactly reconstruct the
original image. Although content replacement may destroy a
portion of the embedded watermark data, as long as the tampered
area is not too extensive, the original image information can be
restored without any error.

Index Terms—Error-free restoration, fragile watermarking,
lossless data hiding.

I. INTRODUCTION

I N recent years, digital watermarking has attracted consid-
erable research interests, and various techniques have been

developed. While robust watermarks can be used for ownership
verification, fragile watermarks are intended for checking in-
tegrity and authenticity of digital contents [1], [2]. When a por-
tion of the original content is replaced with fake information, it
is desirable to be able to locate the modified areas. Some fragile
watermarking schemes divide a host image into small blocks
and embed the mark into each block [3]–[5]. The embedded data
may be a hash of the principal content of each cover-block. If
the image has been changed, the image content and the water-
mark corresponding to the tampered blocks cannot be matched
so that the tampered blocks are detected. Although the attacker
may select suitable blocks from many watermarked images to
counterfeit an illegal image containing a fake complete water-
mark [6], a smart watermarking method described in [7] uses
two pieces of identical index information to generate a fragile
watermark for each block to achieve security against this type
of attack. Block-wise fragile watermarking schemes can only
identify tampered blocks, but not the tampered pixels. In other
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words, they cannot find the detailed pattern of the modifica-
tion. To overcome this drawback, some pixel-wise fragile wa-
termarking schemes have been proposed, in which the water-
mark information derived from gray values of host pixels is em-
bedded into the host pixels themselves [8]–[11]. So, tampered
pixels can be identified due to the absence of watermark infor-
mation they carry. In these methods, however, since some in-
formation derived from new pixel values may coincide with the
watermark, localization of the tampered pixels is not complete,
and detection of the tampering pattern is inaccurate. To resolve
this problem, a fragile watermarking scheme in [12] embeds a
set of tailor-made authentication data into a host image and in-
troduces a statistical mechanism for image authentication. By
estimating the modification strength, two different distributions
corresponding to tampered and original pixels can be used to
exactly locate the tampered pixels.

The watermarks in the above mentioned schemes are de-
signed to detect slight changes in host images. If the embedded
watermark is sensitive only to malicious content modification,
but not to normal signal processing such as low-pass filtering
and compression coding, it is termed as semi-fragile watermark
[13]–[16]. In many semi-fragile schemes, the watermark is de-
rived from the local image content and embedded into the host
image in a robust manner. This way, the absence of watermark
reveals the position of tampering.

Moreover, some watermarking approaches that can recon-
struct the original content in the tampered areas have been
proposed. Two methods were proposed in [17]. With the first
method, the primary discrete cosine transform (DCT) coeffi-
cients of every block sized 8 8 are quantized and represented
as 64 or 128 bits, which are used to replace one or two least sig-
nificant bits of another block. In the second method, a low color
depth version of the original image generated by reducing gray
levels is cyclic-shifted and embedded into the pixel differences.
After the malicious modification on a watermarked image is
localized, the quantized DCT coefficients and the low color
depth data extracted from reserved regions can be exploited to
recover the principal content of tampered areas. In [18], the
embedded watermark signal is the exclusive-OR between a
pseudo-random sequence and the polarity information of DCT
coefficients. Similarly, the original content in the tampered
areas can roughly be retrieved by iterative projections of the
polarity information on a convex set. However, these methods
can only recover the main information in the tampered areas,
but not the exact original content. Actually, in certain appli-
cations such as military or medical imaging, even very small
distortion in the recovered image is unacceptable. Therefore, it
is important to develop improved fragile watermarking schemes
with error-free restoration capability.
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Fig. 1. Block made up of 16 pixel-patches, each of which contains one “un-
changeable” pixel labeled “�”, and three “changeable” pixels labeled “O”.

As a special data-hiding technique, a number of lossless em-
bedding methods can insert secret message into the host image
in some invertible manner so that the original content can be per-
fectly restored after the hidden message is extracted. In [19], the
host image is divided into blocks sized 4 4, 8 8, or 16 16,
and gray values are mapped to a circle. After pseudo-randomly
segmenting each block into two sub-regions, rotate histograms
of the two subregions on this circle to embed one bit in each
block. On the receiving side, the original block can be recov-
ered from a marked image in an inverse process. Most other
techniques make use of statistical redundancy of the host image
by performing lossless compression in order to create a spare
space to accommodate secret data. In the RS method [20], for
example, a regular-singular status is defined for each group of
pixels according to a flipping operation and a discrimination
function. The entirety of RS status is then losslessly compressed
to provide a space for data hiding. Alternatively, the least signif-
icant digits of pixel values in an L-ary system [21] or the least
significant bits of quantized DCT coefficients in a JPEG image
[22] can also be used to provide the required data space. In the
difference expansion (DE) algorithm [23], differences between
two adjacent pixels are doubled so that a new LSB plane without
carrying any information of the original is generated. The addi-
tional message and a compressed location map, which is derived
from the property of each pixel pair, are embedded into the gen-
erated LSB plane. Since compression rate of the location map
is high, and since almost every pixel pair can carry one bit, the
DE algorithm can embed a fairly large amount of secret data
into a host image. When generalized integer transform [24] and
histogram shifting technique [25] are combined with the DE al-
gorithm, the performance is significantly improved.

The lossless data hiding technique can be integrated with
fragile watermarking. When a digital signature of the host con-
tent is embedded in a lossless manner, a receiver can detect any
modification to the marked medium if it has been tampered, oth-
erwise the original host data can be retrieved without error. By
using another framework of lossless fragile watermarking [26],
the receiver can either locate the modified area from a tampered
image or perfectly recover the original content from an authentic
image. This means that the original content cannot be perfectly
retrieved from a tampered image.

As mentioned above, previous fragile watermarking ap-
proaches can locate the tampered areas, and roughly reconstruct
the main content. However, any distortion in the reconstructed
content, no matter how small it is, is unacceptable to some
applications, e.g., military or medical images. In other words,
it is desired to exactly recover the original content from a

tampered image. In this paper, we propose a novel fragile
watermarking scheme with error-free restoration capability, in
which a tailor-made watermark is derived from the original host
image and embedded into the host using a lossless data-hiding
technique. Although a malicious modification may destroy part
of the embedded watermark-data, the tampered areas can be
located if the malicious modification is not too extensive, and
the watermark-data extracted from the reserved regions can be
used to restore the host image without any error.

II. WATERMARKING WITH ERROR-FREE

RESTORATION CAPABILITY

In the proposed scheme, the watermark data to be hidden are
made up of two parts: reference-bits, which are dependent on the
original host image, and check-bits, which are determined by the
host content and the reference-bits. A DE algorithm is employed
to embed the reference-bits and check-bits into all blocks of the
host image. In a transmission channel, an adversary may replace
some content in a watermarked image with fake information.
Although watermark data embedded in the tampered areas are
destroyed, the watermarked content and the watermark data in
other areas are unaffected. On the receiver side, after comparing
the extracted check-bits with the calculated check-bits, one can
identify the tampered blocks, and then extract the reliable ref-
erence-bits from the rest of the blocks to perfectly recover the
original content in the image. Note that a necessary condition of
error-free restoration is that the tampered area is not too exten-
sive.

A. Watermark Embedding Procedure

1) Block/Patch Division: Before generation and insertion of
watermark data, we first divide a host image into blocks and
patches, and evaluate availability of the pixels for data embed-
ding.

Denote the numbers of rows and columns in an original
image as and , and the total number of pixels as

. Assuming that both and are
multiples of eight, we first divide the original image into
non-overlapped blocks sized 8 8, and denote the pixel-blocks
as and the gray values of pixels
in a block as . Each block is further
divided into 16 T-shaped patches, each containing four pixels,
in different orientations as shown in Fig. 1. The center pixel
of a pixel-patch is called “unchangeable”, and the other three
“changeable”. Thus, there are in total unchangeable and

changeable pixels. In each pixel-patch, all changeable
pixels are neighbors of the unchangeable pixel. The unchange-
able and changeable pixels are labeled “ ” and “O” in Fig. 1,
respectively. The pixels , , , ,

, , , , , ,
, , , , , and

are “unchangeable”, while the others are “changeable”. In the
watermark embedding procedure, the original values of un-
changeable pixels will be kept unchanged, and the differences
between unchangeable and changeable pixels will be doubled
by using difference expansion (DE) operations for watermark
embedding. That means the values of changeable pixels may
be altered.
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TABLE I
DISTRIBUTION OF RATIO BETWEEN THE NUMBER OF UNUSABLE PIXELS AND THAT OF ALL CHANGEABLE PIXELS

Fig. 2. (a) Example of pixel-block and (b) the unchangeable, usable, and un-
usable pixels labeled “�”, “�” and “�”, respectively.

For each changeable pixel
, denote the value of the unchangeable pixel belonging

to a same patch as . If , we check whether

(1)

If , we check whether

(2)

When either (1) or (2) is true, we call the changeable pixel
“unusable”, otherwise, call it “usable”. Here, the term

“usable” implies that a DE operation for watermark embedding
does not cause any overflow or saturation at this pixel. The de-
tailed DE operation will be described later. Fig. 2 shows an ex-
ample of pixel-block, in which the unchangeable, usable and
unusable pixels are labeled , and , respectively. In Fig. 2,
the pixels , , and are un-
usable, and the other changeable pixels are usable. Since the
values of adjacent pixels are close and the pixels with gray-
levels near saturation are rare, most changeable pixels are us-
able, and the distortion due to DE operation would be low. For
100 images of landscapes and portraits, we calculate ratios be-
tween the numbers of unusable pixels and those of all change-
able pixels. Table I gives distribution of the ratio. It can be seen
that all the values are less than 0.6%.

2) Reference-Bit Generation: This step produces a set of
reference-bits derived from the original image content. By
representing the gray value of each pixel in 8 bits, the original
image is equivalent to a total of bits. Then, we permute
and divide the bits into bit-groups, each con-
taining 2048 bits. The way of permutation is determined by
a secret key. As such, the 2048 bits belonging to the same
group are dispersed in the entire image. Denote the bits in a

Fig. 3. 32 reference-bits at their mapped positions.

group as ,
and, for each bit-group, calculate 128 reference-bits

,

...
...

(3)

where are pseudo-random binary matrixes sized 128 2048,
and the arithmetic is modulo-2. The matrices are also derived
from the secret key. So, we have produced a total of refer-
ence-bits. Actually, if some of the original content is tampered,
the reference-bits will be used to recover the corresponding orig-
inal information.

According to the secret key, pseudo-randomly select 32
changeable pixels from each pixel-block. The number of se-
lected changeable pixels is . Then, the reference-bits
are also pseudo-randomly permuted and mapped to the selected
changeable pixels in a one-to-one manner. That means the 128
reference-bits of a bit-group are also dispersed. For example,
Fig. 3 shows 32 reference-bits at their mapped positions in a
pixel-block. Then, the reference-bits will be embedded
into their corresponding changeable pixels.

To ensure security, a number of operations in the water-
marking scheme are dependent on the secret key, and the matrix

for different bit-groups and the selection of changeable
pixels in different pixel-block should be mutually different. In
fact, we may use a primary secret key, shared by the watermark
hider and a receiver, to generate a pseudo-random sequence. For
example, the sequence may be derived from a chaotic system
with an initial condition determined by the secret key. Then,
the generated sequence is divided into a series of pseudo-keys
for directly controlling bit permutation, matrix generation, and
pixel selection. In the following, we do not distinguish the
primary key and the series of derived pseudo-keys.

3) Check-Bit Generation: In this step, we produce the
check-bits used for tampering identification on the receiver
side. For each pixel-block , we collect the values of 16 un-
changeable pixels and all usable pixels, and the reference-bits
corresponding to the usable pixels. Then, feed them into a hash
function to produce 64 hash-bits .
For example, using the original block in Fig. 2(a) and
the mapped reference-bits in Fig. 3, the values of pixels
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Fig. 4. Sixteen check-bits occupying the positions that are not occupied in
Fig. 3.

except , , and , plus the
reference-bits except the four bits at the corresponding po-
sitions, i.e., (1,2), (3,3), (5,4) and (7,3), are used to compute
the hash-bits. Here, the hash function must have the colli-
sion-resistant property: it is hard to find two different inputs
corresponding to a same output or two outputs with a small
Hamming distance. In this way, we yield a total of hash-bits.

However, the amount of hash-bits is too large to be embedded.
Thus, a folded version is produced, embedded and used for
tampering localization. Pseudo-randomly permute and divide
the hash-bits into subsets, each having four hash-bits, ac-
cording to the secret key. Then, calculate modulo-2 sum of the
four hash-bits in each subset, and call the sums the check-
bits.

We map, in a one-to-one manner, the check-bits to the
rest changeable pixels, which have not been selected to map
the reference-bits. In a pixel-block, in summary, 32 changeable
pixels are mapped to reference-bits, and 16 mapped to check-
bits. For example, Fig. 4 shows 16 check-bits occupying the
positions that are not occupied in Fig. 3.

4) DE Embedding: The watermark data consisting
of the reference-bits and check-bits are embedded into
their corresponding changeable pixels using the DE
(difference expansion) method. For each usable pixel

, denoting the
value of the unchangeable pixel belonging to a same patch as

, calculate the new value of the usable pixel by using a DE
operation

(4)

where is the reference-bit or check-bit mapping the usable
pixel. Equation (4) implies that the difference between each us-
able pixel and its unchangeable pixel is doubled, and the least
significant bit of the new difference-value is exploited to ac-
commodate the corresponding watermark-bit. Obviously, new
values of all usable pixels are within . On the other hand,
the watermark-bits mapping to unusable pixels are ignored, and
new values of unusable pixels are modified to saturation ac-
cording to the following rule:

(5)

In other words, the extreme white/black indicates dummy po-
sitions, and the watermark-bits mapping to the unusable pixels
are not embedded, and therefore not used on the receiver side for
tampering-localization/image-restoration. As mentioned above,
the values of unchangeable pixels are preserved. Here, the more

Fig. 5. Watermarked version of the block in Fig. 2(a).

Fig. 6. Watermark embedding procedure.

the difference between a usable pixel and its unchangeable pixel,
the more modification would be introduced. So, distortion due
to watermark embedding is related to the image content. Texture
and edge areas are more distorted than smooth areas. Nonethe-
less, as gray value changes in busy areas are more tolerable to
human visual system (HVS), visual qualities of watermarked
images are generally acceptable. Assuming the original block is
shown in Fig. 2(a) and the corresponding watermark-bits shown
in Figs. 3–5 gives the watermarked block.

The entire procedure of watermark embedding is sketched in
Fig. 6.

B. Image Restoration Procedure

Suppose that an adversary replaces some content in a water-
marked image with fake information. We name the blocks in
which all pixels are not changed or, in rare cases, only some
saturated white/black changeable pixels are changed to satu-
rated black/white, as “reserved blocks”. Otherwise, the blocks
are named “tampered blocks”. In other words, if any of the
following three cases occurs, the block is termed “tampered
blocks”: i) the unchangeable pixel is altered; ii) the unsaturated
changeable pixel is altered; or iii) the saturated white/black of
changeable pixel is changed to an unsaturated value. Denote the
ratio between the number of tampered blocks and the number
of all blocks, that is, the rate of tampering, as . After obtaining
an image on the receiver side, we first attempt to extract the wa-
termark data, and identify the tampered blocks according to the
check-bits, and then restore the original values of all pixels in
the tampered blocks and the saturated pixels at changeable po-
sitions according to the reference-bits extracted from reserved
blocks.

1) Watermark-Data Extraction: The received image is first
divided into blocks and patches in the same manner
as in the embedding process, and the pixels in the received image
are denoted . Ac-
cording to the received values, the changeable pixels are divided
into two types: the saturated pixels with values 0 or 255, and
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Fig. 7. (a) Extracted watermark-bits from Fig. 6 and (b) recovered gray-values.

the unsaturated pixels with values in . We can attempt
to extract the embedded watermark-bit from each unsaturated
changeable pixel

(6)

and to recover the original gray-value

(7)

where is the received value of the unchangeable pixel be-
longing to a same patch and the operator “ ” takes the nearest
integer toward negative infinity. For example, after receiving
a pixel-block as in Fig. 5, one can extract 44 watermark-bits
and recover the original gray-values except for four saturated
changeable pixels. Fig. 7 shows the extracted watermark-bits
and the recovered pixel-values. Note that, if the block has been
tampered, the extracted watermark-bit and the recovered pixel-
value may be incorrect.

2) Tampered-Block Identification: After obtaining the ex-
tracted watermark data and an interim recovered version, we
compare the extracted check-bits with the calculated check-bits
for each block. The state of consistency between them is a cri-
terion for judging a block as “reserved” or “tampered”.

For each pixel-block of received image, we collect the
values of 16 unchangeable pixels, the recovered values of
all unsaturated changeable pixels, and the extracted refer-
ence-bits corresponding to the unsaturated changeable pixels,
and feed them into the same hash function to compute 64
hash-bits . We call them “calculated
hash-bits”. The hash should not change if the block is not tam-
pered. Otherwise, probability of hash-bit flipping is 1/2. Note
that, if the modification is only flipping of saturated white/black
changeable pixels into saturated black/white, we still call this
block “reserved”, since the modification does not affect the
watermark-bit extraction and hash-bit calculation. The original
values in the tampered blocks and those of saturated pixels will
be recovered after identifying the tampered blocks.

TABLE II
VALUES OF � WITH DIFFERENT �

Collect calculated hash-bits derived from the received
image, divide them into subsets in a same manner ac-
cording to the secret key, and calculate modulo-2 sums of the
four hash-bits in each subset. These sums are called “calculated
check-bits”. Because the 64 hash-bits of each pixel-block are
distributed into different subsets, each block corresponds to 64
calculated check-bits. On the other hand, since a check-bit is
modulo-2 sum of four hash-bits, each check-bit corresponds to
4 pixel-blocks.

We compare the 64 calculated check-bits of each block with
the corresponding ones extracted from the received image.
Note that we cannot extract any bits from saturated changeable
pixels. Therefore the number of extracted check-bits corre-
sponding to a block may be less than 64. Denote the number of
extracted check-bits as , the number of extracted
check-bits not equal to their corresponding calculated ones as

, and the ratio between the number of saturated
changeable pixels and the number of all changeable pixels as

. So, the value of follows a binomial distribution, and its
probability distribution function is

(8)

Actually, after extracting the watermark data from the received
image, the value of for each block is fixed. If the block is
tampered, the probability of a calculated check-bit being un-
equal to the corresponding extracted bit is also 1/2. That means
the value of follows another binomial distribution

(9)

For a given , we find an integer satisfying

(10)

and

(11)

If is greater than the threshold , we judge the block as
“tampered”. Otherwise, it is “reserved”. Thus, probability of a
tampered block being falsely judged as “reserved” is less than
a negligible . Table II lists the values of with different

.
Let us find probability of a reserved block being falsely

judged as “tampered”. Denoting the ratio between the number
of tampered blocks and the number of all blocks as , the
calculated hash-bits are altered with probability . Because
the calculated check-bit is a modulo-2 sum of 4 calculated
hash-bits, it would be flipped when the number of altered
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Fig. 8. Values of � with different � and �.

hash-bits is 1 or 3. For a reserved block, since its hash-bits are
never altered, a calculated hash-bit of reserved block is flipped
if all the three hash-bits or only one hash-bit in a same subset
is altered. Thus, the calculated check-bits of a reserved block
are flipped with probability

(12)

On the other hand, the extracted check-bits may be incorrect be-
cause of the malicious modification on the watermarked image.
Denoting the probability of check-bit extraction error as ,
probability of the calculated check-bits differing from their cor-
responding extracted ones is

(13)

Here, is within . For a reserved block, the value of
obeys the following binomial distribution:

(14)

So, probability of a reserved block being falsely judged as “tam-
pered” is

(15)

Fig. 8 shows the values of with different and . Here,
the threshold is chosen according to Table II, and the value of

is . Then, expectation of the rate of blocks being judged
as “tampered” is . Although a few of reserved blocks
may be falsely judged as “tampered”, we can re-find their orig-
inal content in the next step when the area judged as “tampered”
is not too extensive.

Fig. 9. Values of � with different � and � when � � ��� .

3) Image Restoration: In this step, we will restore the orig-
inal gray values of all pixels in blocks judged as “tampered”
and saturated changeable pixels in blocks judged as “reserved,”
while the original values of unsaturated changeable pixels in
blocks judged as “reserved” have been recovered with (7). Here,
the blocks judged as “tampered” contain the actual tempered
blocks and some reserved blocks with false judgments, and the
case that the tampered blocks are falsely judged as “reserved”
is ignored because of the extremely low probability.

As mentioned above, bits are used to represent the orig-
inal image and divided into bit-groups, each of which
contains 2048 bits and is compressed to 128 reference-bits using
(3). On the receiver side, the extracted reference-bits obtained
only from the unsaturated changeable pixels in blocks judged
as “reserved” are reliable. That means, for each bit-group, the
number of reliable extracted reference-bits, denoting , may be
less than 128. So, (3) implies

...
...

(16)

where the left side contains all reliable extracted reference-bits,
and is a matrix consisting of the rows in corresponding
to the reliable extracted reference-bits. Furthermore, the 2048
bits are made up of two types: the missing bits that are from the
blocks judged as “tampered” or the saturated changeable pixels,
and the recovered bits that are from other positions. Since the
2048 bits belonging to a same bit-group are dispersed over the
entire image, the number of missing bits in each bit-group is
small if the area to be restored is not too extensive. So, the reli-
able reference-bits can provide sufficient information to recover
the original values of the missing bits. Denote a column vector
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Fig. 10. Procedure of image restoration.

consisting of the missing bits as , and a column vector con-
sisting of the recovered bits as . Equation (16) can be refor-
mulated as

...

(17)

where is a matrix consisting of the columns in cor-
responding to the missing bits, and is a matrix consisting
of the columns in corresponding to the recovered bits. In
(17), the left side and the matrix are known, and the pur-
pose is to find . Denoting the number of elements in
as , the size of is . We will solve the un-
knowns according to the equations in a binary system. Here,
because both the reference-bits and the recovered bits in (17)
are reliable, the original bits of must be a solution of (17).
However, if the number of unknowns, , is too large, or there
are too many linearly dependent equations in (17), the solution
may not be unique and, in this case, we cannot find the true so-
lution, which is exactly the original bits, in the solution space.
In summary, as long as (17) has a unique solution, we can obtain
the original bits by using the Gaussian elimination method, that
is, the restoration of original content will be successful.

Here is a discussion on the probability that (17) has a unique
solution. The sufficient and necessary condition is that the rank
of equals , meaning that the columns of
are linearly independent. Consider a random binary matrix con-
taining rows and columns, and denote probability of its
columns being linearly dependent as . So, we have

(18)

(19)

(20)

Denote the sum of the number of changeable pixels in blocks
judged as “tampered” and the number of saturated changeable
pixels in blocks judged as “reserved” as , the ratio between
and the number of all changeable pixels as . The number of
changeable pixels in blocks with judgment “tampered” is

. If the saturated pixels are distributed over the entire
image uniformly, the number of saturated changeable pixels in

blocks with judgment “reserved” is .
Thus

(21)

Since the number of all changeable pixels is

(22)

The probability distribution function of follows a binomial
distribution

(23)
Denote the sum of the number of pixels in blocks judged as
“tampered” and the number of saturated changeable pixels in
blocks judged as “reserved” as , and the ratio between
and the number of all pixels as . The number of pixels in
blocks judged as “tampered” is , and the number
of saturated changeable pixels in blocks judged as “reserved” is

. Thus

(24)

and

(25)

The probability distribution function of follows another bi-
nomial distribution:

(26)

So, the probability of all columns in being linearly inde-
pendent is

(27)

Since there are bit-groups in total, we can recover all the
missing bits with probability

(28)

In summary, this probability is dependent on , and . When
the tampering is not too severe, is very close to 1. For ex-
ample, Fig. 9 shows the values of with different and ,
where . It can be seen that the original image can be
perfectly recovered when the rate of tampered blocks is no more
than 0.032.

The procedure of image restoration is sketched in Fig. 10.

Authorized licensed use limited to: SHANGHAI UNIVERSITY. Downloaded on December 15, 2008 at 01:19 from IEEE Xplore.  Restrictions apply.



ZHANG AND WANG: FRAGILE WATERMARKING WITH ERROR-FREE RESTORATION CAPABILITY 1497

Fig. 11. Two original images: (a) Lake and (b) Lena.

Fig. 12. Two watermarked images with PSNR 26.1 and 29.6 dB, respectively.

III. EXPERIMENTAL RESULTS

Two test images Lake and Lena sized 512 512 were used as
the host, shown in Fig. 11. Fig. 12 gives two watermarked ver-
sions, and PSNR values due to watermark embedding were 26.1
and 29.6 dB, respectively. Since Lake is busier than Lena, PSNR
of watermarked Lake is lower than that of watermarked Lena.
We replicated a boat and its shadow by changing 5.1 pixels
and planted a flower on the girl’s hat by changing 7.0
pixels to modify the watermarked images. The tampered images
are shown in Fig. 13. In Fig. 13(a), the ratio between the num-
bers of saturated changeable pixels and all changeable pixels
is and the ratio between the number of tampered
blocks and the number of all blocks is . In Fig. 13(b),

and . According to Fig. 8, the theoretical
numbers of reserved blocks falsely judged as “tampered” are
0.61 and 13.92, similar to the actual numbers 0 and 10. Fig. 14
shows the positions of blocks with judgment “tampered” and
saturated changeable pixels. In Fig. 14(b), the 10 isolated black
blocks indicate the positions of falsely judged reserved blocks.
By using the image restoration procedure, both the original im-
ages Lake and Lena can be perfectly recovered from the tam-
pered versions. When embedding watermark into 100 host im-
ages using the proposed scheme, the average value of PSNR

was 28.7 dB. Although the distortion is considerable, the re-
ceiver knowing the secret key can reconstruct the original con-
tent without error.

Fig. 15 gives an curve with . Actually, the
value of changes rapidly in the neighborhood of the curve.
Therefore the curve can be viewed as a boundary between two
regions with and without error-free restoration capability. After
using other test images with the same size as the host and tam-
pering the watermarked images with different tampering rates,
we attempted to recover the original images. Successful and
unsuccessful restoration operations are respectively marked by
“ ” and “ ” in Fig. 15. In general, the original content of an
image sized 512 512 can be perfectly recovered when the tam-
pering rate is less than 3.2%. The experimental results were in
agreement with the theoretical boundary.

Table III gives a comparison of several fragile watermarking
schemes with restoration capability. By allowing more distor-
tion in the watermarked image, the proposed scheme can recover
the original content without error. In the previous methods, the
main content in a region is embedded into another region of the
image so that the restoration cannot be executed when some
region and the region accommodating its original information
are both tampered. In the proposed scheme, since both the bits
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Fig. 13. Two tampered images.

Fig. 14. Positions of blocks with judgment “tampered” and saturated changeable pixels.

Fig. 15. Theoretical boundary of error-free restoration capability, and results
of successful and unsuccessful restoration experiments.

in each bit-group and the corresponding reference-bits are dis-
persed over the entire image, the original image can be perfectly
recovered if the tampering is not too severe.

IV. CONCLUSION AND DISCUSSION

This paper proposes a novel fragile watermarking scheme ca-
pable of recovering the original image without any error. In this
scheme, the reference-bits determined by the host image and the
check-bits derived from the hash of blocks are embedded into
the entire image by using a lossless DE embedding technique.
This way, the original content in most reserved area can be di-
rectly recovered through an inverse DE operation. By folding
the hash-bits as the check-bits, the amount of data to be em-
bedded for tampered-block localization is saved, and the tam-
pered blocks can be identified by introducing a statistical mech-
anism. Furthermore, the reference-bits extracted from the re-
served regions, as well as the original data recovered from the
reserved regions, are exploited to retrieve the modified content.
As long as the modified area is not too extensive, the original
host image can be restored perfectly.

The proposed fragile watermarking scheme can also be used
for color images in two different ways. In a component-wise
manner, the red, green, and blue components of a color image
are viewed as three single gray images, and the watermark em-
bedding and image restoration procedures may be respectively

Authorized licensed use limited to: SHANGHAI UNIVERSITY. Downloaded on December 15, 2008 at 01:19 from IEEE Xplore.  Restrictions apply.



ZHANG AND WANG: FRAGILE WATERMARKING WITH ERROR-FREE RESTORATION CAPABILITY 1499

TABLE III
COMPARISON OF RESTORATION CAPABILITY AMONG FRAGILE WATERMARKING SCHEMES

executed in the three components. Alternatively, this can be real-
ized in a block-wise manner. Each block containing three com-
ponents is regarded as a unit for tampering localization. That
means the hash-bits of 48 unchangeable pixels, usable pixels,
and reference-bits corresponding to the usable pixels in each
color block are used to obtain the check-bits, which will be em-
bedded as well as the reference-bits.

Some issues deserve further investigation in the future. One is
the relation between the watermark-induced distortion and the
capability of image restoration. An upper bound of the tampered
area that can be perfectly restored needs to be found on a theoret-
ical basis. Schemes with less distortion while keeping error-free
restoration capability are desired.
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